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Abstract:-Recently a new method is developed to handle the problem of routing in ad hoc network and 
overcomes the shortcomings of the classical methods; these methods are based on swarm intelligence inspired 
from biological swarms, such as ants in order to solve some complex problems such as finding food or 
optimizing route to food in real insect swarms. One of the most known routing algorithms for MANETs, as 
described Ant based Routing Algorithm (ARA) suffers from some limitations within the pheromone computing 
since it has not taken the necessary consideration to the characteristics of MANETs such as mobility and the 
medium constraint. Therefore, in our proposed enhancement to ARA called Link quality based ARA (LARA), it 
can be included the link quality in route selection and probability computing which have considerably improved 
the network performance and the system lifetime.  
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1. Introduction 
An ad hoc network characteristically refers to 

some set of networks where all devices have equal status 

on a network and are free to connect with some other ad 

hoc network devices in link range. Instead, each node 

participates in routing by transferring data for other nodes, 

and so the purpose of which nodes transfer data is made 

dynamically based on the network connectivity. Nodes are 

free to move around randomly. An ad hoc network uses no 

centralized administration. Nodes in the ad hoc network 

are often mobile, but can also consist of stationary nodes, 

such as access points to the internet. Every node wishing 

to participate in an ad-hoc network must be willing to 

forward packets for other nodes. Thus every node acts 

both as a host and as a router.  

 

 

Figure 1. Example of a simple ad-hoc network with 

three participating nodes 

 

Figure 1, shows a simple ad-hoc network three 

nodes. The outermost nodes don’t seem to be at intervals 

transmitter range of each other. However the middle node 

can be used to forward packets between the outermost 

nodes. The middle node is acting as a router and the three 

nodes have formed an ad hoc network.  
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Figure 2: Block diagram of mobile node acting both as 

hosts and as router 

 

A node can be viewed as an associate abstract 

entity consisting of a router and a set of affiliated mobile 

hosts figure 2. A router is an entity, which among other 

things runs a routing protocol. A mobile host is simply an 

IP-addressable host / entity in the traditional sense. Ad hoc 

networks do not rely on a pre-established infrastructure; 

therefore, they can be deployed in places with no fixed 

infrastructure wireless mobile ad hoc networks are best 

suited for conference meetings, lecturer, crowd control, 

search and rescue, disaster recovery, on-the-fly 

conferencing applications, networking intelligent devices 

and automated battlefields. 

A Mobile Ad hoc Networks (MANETs) is a 

collection of communication devices or nodes, that which 

to communicate without any fired infrastructure and pre-

determined organization of available links. Mobile nodes 

collaborate between themselves for creating and 

maintaining the connectivity in the networks. Mobile 

nodes can form unpredictable networks “on the fly” to 

exchange information without the need of pre-existing 

network infrastructure.  

The used spectrum for wireless transmissions is 

the spectrum situated around the 2.4 GHz ISM (Industrial, 

Scientific and Medical), and around the 5 GHz U-NII 

(Unlicensed-National Information Infrastructure). The 

transmission range and the emission power are regulated 

by laws in each country depending on the location where 

the network is deployed (indoor or outdoor), ranging from 

10 m for Personal Area Networks (PAN) to 100-200 m for 

Local Area Networks (LAN) [1]. Typically MANETs are 

costless, too easy for use and deployment, which gives 

them lot of fields of use every day ranging from military 

applications for connecting soldier in battlefields to 

civilian or commercial applications such as Public and 

Personal Area Networks as well as sensor networks for 

monitoring or surveillance [12].   

 

2. Routing Protocols In 
MANETS 

An ad hoc network consists of a number of 

handled devices which communicate to each other over 

wireless channel without any centralized control, or 

infrastructure. Thus, the network topology may change 

rapidly and unpredictably, therefore no dedicated node can 

be defined to perform routing in MANETs. Hence, mobile 

nodes must collaborate between themselves to perform 

routing and dynamically establish routes. Thus, any 

mobile node in an ad hoc network plays two roles, the first 

one as an ordinary node and the second one as a router in 

order to participate in the routing process by executing 

routing algorithms [22]. Therefore, the conventional 

routing protocols cannot be used for MANETs [4].  

Due to all these constraints, lot of routing 

protocols were defined for ad hoc networks, according to 

the strategy and the method of routing we can differentiate 

four categories: Proactive (Table-driven) protocols( e.g: 

OLSR (Optimized Link State Routing) [11], WRP 

(Wireless Routing Protocol) [24] and DSDV (Destination 

Sequenced Distance Vector routing protocol) [21]), 

Reactive (On-demand) protocols( e.g: AODV (Ad hoc On-

demand Distance Vector routing)[20], TORA 

(Temporally-Ordered Routing Algorithm routing protocol) 

[19], ARA (Ant-based Routing Algorithm for Mobile Ad-

Hoc Networks) [17]), Hierarchical protocols ( e.g: ZRP 

(Zone Routing Protocol) [27], CBRP (Cluster Based 

Routing Protocol) [13], GSR (Global State Routing 

protocol) [10] and HARP (Hybrid Ad Hoc Routing 

Protocol) [18]), Geographical protocols (e.g: DREAM 

(Distance Routing Effect Algorithm for Mobility) [2], 

GLS (Geographic Location Service) [14], LAR (Location-

Aided Routing protocol) [16] and GPSAL (GPS Ant-Like 

Routing Algorithm) [5]).   

  

3. Ant Colony Optimization 
(ACO) 

Swarm Intelligence (SI) concept is employed in 

work on artificial intelligence technique based on the 

study of collective behavior of great populations. SI based 

systems are fabricated of a population of simple agents 

interacting locally with each other as well as with their 

environment. Examples of such systems can be found in 

nature, including ant colonies, bird flocking, bee 

swarming, animal herding, bacteria molding and fish 

schooling [6].  

SI routing algorithms are completely inspired 

from insect’s communities; these communities have many 

desirable properties from the MANETs perspective, since 

they are collected of simple, autonomous, and cooperative 

organisms that are interdependent and collaborate to 

achieve smart universal objectives and define the universal 

behaviour of the community, while such individual has 

relatively little intelligence incompetent of understanding 

or modifying the community behaviour. Individuals of 
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such community always execute simple actions and the 

methods of collaboration and communication between 

these individuals (agents) is simple, however very often 

generates best solutions compared to the capacity of each 

individual [26]. 

In an ant colony for example, the swarm 

intelligence is achieved by using special form of 

communication between ants in order to find route to food 

or to the nest, since ants are very small insect in a big 

world however they always find their route [9]. Typically, 

this is done by deposing pheromone on the trail taken by 

each ant, a substance related to hormones produced by 

ants during movement, which other ants are able to sense. 

Ants are attracted by pheromone and therefore follow the 

exact trail to the nest or food [25].  Ants follow trails with 

higher pheromone concentration which often optimizes 

their route to food and leads to follow the shortest trail and 

causes a self-accelerated reaction with none centralized 

intervention.   
 

 
Figure 3.  Real ant colony path shortening 

 

 

Figure 3 shows scenario ants are start from their 

nest and walk in the direction of the food. When an ant 

reaches a meeting point, it has to decide which branch to 

take next. The first ant randomly follows one of the two 

branches.  When coming back ants take another way to the 

nest and select one of the two branches, however after a 

while the concentration of pheromone will be more in the 

shortest branch and therefore ants follow the shortest path 

by mean of pheromone concentration. The behaviour of 

ants in order to find the shortest path from the nest to food 

can be used for routing optimization in MANETs, since an 

ant colony can be viewed as an ad hoc network composed 

of small devices and confronted to the same problem 

which is finding the shortest route in a decentralized 

fashion. 

The reason behind choosing ACO for routing in 

MANETs is its distributed nature and the randomness of 

ant movement as well as the nature of the environment 

which is always constrained and unpredictable for ants. 

The algorithm used for optimization is a purely distributed 

executed by the collaboration of small agent with limited 

capacities and intelligent.  This has lot of implications for 

MANETs, since in a MANETs nodes are constrained by 

power, storage and processing power, a purely distributed 

algorithm like ACO reduce computation load and message 

exchange which may reduce the network overhead and 

improve the routing service over ad hoc network. 

 

3.1. ACO meta-heuristic for routing in 
MANETs: 

In this section we are going to present a simple 

example of using ant colony optimization meta-heuristic 

for routing in order to find the shortest path between two 

nodes in MANETs, the specifications given in this section 

are the basis of any ant colony based routing algorithm for 

MANETs [8]. The following assumptions and notation are 

used:  

 We consider a connected graph G = (V,E), where 

|V| = n , n is the number of nodes in the network.  

 Each two neighbours i and j are connected by an 

edge e(i,j) ∈ E if they are in the transmission 

range of each other.  

 We denote Ni the set of one hop neighbours of i.  

 ϕi,j, is the artificial pheromone deposed by ants 

corresponding to the edge e(i,j) connecting i and 

j.  

 Each ant when visiting an intermediate node in 

search of the shortest path deposits a constant 

amount of the artificial pheromone Δϕi,j. 

ϕi,j = ϕi,j + Δϕi,j 
 The artificial pheromone ϕi,j is used by the ant on 

node i to compute the probability of using j as 

next hop for routing using the following equation, 

iNj

iNj
ji

ji

jiP 
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             ----------- (1) 

               iNj 0  
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 iNj jiP  

 Artificial pheromone is decreased periodically 

using the following equation: 

)1,0(),(,)1()(,  qtjiqtji 

  ----------- (2) 

Assume that a node s wants to find a path to a 

destination d using the ant colony algorithm described 

above:  

 The source node s launches the operation of 

finding route to d by sending artificial ants over 

the whole network.  
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 Each ant travels over the network and deposit 

artificial pheromone on each used edge until it 

arrives to the destination node.  

 Routes are selected according to the probability 

computed using the existed pheromone on each 

link using equation (1), by choosing the route 

having the best probability. 

 

4. Ant Based Routing 
Algorithm (ARA) 

Ant based Routing Algorithm (ARA) uses 

specific method and mechanisms developed for ad hoc 

network in order to handle path establishment and 

maintenance [8]. Typically, ARA routing management 

process is composed of:  

- Route discovery in which the route is established 

using forward and backward ants  

- Route maintenance phase in which the 

pheromone is updated according to equations (1) 

and (2) 

- Finally an error handling phase in order to treat 

link failures 
 

4.1. Route Discovery Phase  
The objective of this phase is finding a route 

between a source node s and a destination node d (Figure 

4). Two classes of ants exist for this purpose; the first one 

is called Forward ANT (FANT) which is defusing over the 

whole network in order to find all possible routes to d. 

Thus FANT travel between full network and update 

pheromone on every visited node using equation (1) until 

it arrives to destination node d, at each time the FANT is 

received by an intermediate node, this last create a record 

in its pheromone table if it does not exist or increase the 

existed pheromone with Δϕi,j. In the other hand the 

Backward ANT (BANT) establish the final route to the 

source node s, like the pheromone is increased by FANT 

and BANT and according the time will be decreased. 

 

 

 
Figure 4:  FANT and BANT in ARA 

 

Pheromone table structure:  
The pheromone table is similar to the routing 

table in classical routing, except that for the pheromone 

table is stored information corresponding to only one hop 

neighbours. This table is updated using forward and 

backward ants. Whenever the forward ant visits an 

intermediate node for the first time an entry is created 

containing:     

- The identifier of the source node which has 

initiated the route discovery.    

- The identifier of the next hop used to reach the 

destination node.  

- The initial value of the pheromone, which is the 

same for all new created entries.   

- The pheromone table is updated using two ways:  

o The first way using forward and 

backward ants, since at each visit of 

these ants the pheromone is increased 

with a fixed amount such as in real 

systems.    

o Periodically, the value of pheromone is 

decreased according to time in order to 

emulate the biological pheromone which 

loses concentration due to time. 
  

4.2. Route Maintenance and Error Handling  
Route maintenance operation is responsible of 

maintaining routes during communication, by updating the 

pheromone tables as delineated above and managing link 

errors if they exist. Link errors are caused by node 

mobility and detected by the MAC layer. The MAC layer 

decide that a link is lost if it does not receive 

acknowledgement for data packets once a predefined 

range of makes an attempts. If this case appears this node 

is dropped from the pheromone table then the 

corresponding node tries to search out an alternative route 

in his table to be used as next hop in place of the primary 

one and continue the information forwarding, otherwise an 

error message is sent to the source node in order to launch 

new route discovery mechanism.   
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5. Link Quality Based ARA 
(LARA) 

As devoted above ARA suffers from some design 

limitations, since it do not gives the necessary 

consideration to the ad hoc networks uniqueness in the 

method of pheromone update and route selection. Hence, 

in this section we are going to improve the ARA by 

defining a new mechanism of pheromone computing 

which includes some of the most important characteristics 

of ad hoc network which are the link quality and the 

devices’ constraints. Link quality is the most promise 

parameters, since it define the ability of a given link and 

devices to support the density of the traffic for the period 

of connection. The link state between two neighbours can 

be affected by lot of parameters such as distance, battery 

power and mobility [23].  Thus, in the next sections we are 

going to define a method for link state evaluation using 

cross-layer design between the physical layer and the 

network layer, used for pheromone update. The second 

parameter used in route selection will be the number of 

connections over the same path, in order to choose paths 

with fewer connections (traffic) as route in order to save 

resources of intermediate nodes over this path by 

distributing the network traffic over other nodes of the 

network which increases the system lifetime as well as end 

to end delay. 

 

5.1. Link Quality Evaluation: 
We define link quality between two neighbours 

as the ability of this link to be as long as possible stable, 

have less bit errors and reach its destination with the 

maximum signal strength [7].  In literature link quality is 

usually evaluated according to the received signal 

strength, because the transmission power of the wireless 

medium is proportional to the link quality, since a signal 

with high strength is more stable and has less bit errors.  

Equation (3) gives the reception power Pr for a signal 

transmitted with power Pt at a distance d:  

2
)4(

2

dXX

XtGXrGXtPrP




   -----

--------- (3) 
Where, Pr - received power, Pt - transmitted 

power, Gt - antenna gain of the transmitter, Gr -antenna 

gain of the receiver, λ – wavelength, d – distance. From 

the equation (3) evaluating the link quality according to 

the received signal strength can be descriptive for other 

network reasons such as: 

 The battery power of nodes, this factor is very 

important since a node with less energy in its 

battery have small transmission range which 

affects the quality of links with its neighborhood; 

in the other hand it cannot forward data for long 

time. From equation (3) whenever the battery 

level is low the transmission power is also low 

and therefore the reception power is low, thus this 

link has not high quality.  

 The distance and obstacles (walls), from equation 

(3) links quality or the reception power is relative 

to the distance and obstacle between nodes since 

whenever the distance and the obstacles increase, 

the link quality decreases.  

 The mobility of nodes, the link between two 

nodes is directly affected by nodes’ mobility in 

the way that the link quality decreases whenever 

neighbours are leaving away from each other and 

increases whenever they go closer. 
 

5.2. Implementation of link quality evaluation: 
As explained above, it has chosen to evaluate the 

link quality according to the received signal strength. In 

the other hand the received power can only be measured 

on the physical layer. Therefore, we need a cross-layer 

between the physical and the routing layers in order to 

transmit the value of the received signal strength from 

each neighbor to the routing layer. The implementation of 

the cross layer can be described as follow: Each node 

captures the entire packets exchanged within its 

neighborhood in order to take information about all its 

neighbours regarding the link quality. Thus, at each time a 

new packet is received the corresponding node creates a 

record containing the identifier of the sender and the 

received signal strength (Figure 5). This record is sent to 

the network layer and saved in pheromone table. 

 

 

 
Figure 5. Link quality evaluation Cross-layer 

 

Pheromone computing: 
As said in previous sections, our proposed 

method to compute pheromone is based on the link state 

between neighbours, in the way that the greatest value is 

given to the best link. In the previous section, the proposed 

method for link state evaluation can be based on the 

received signal strength, which gives us the possibility to 
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implicitly evaluate other network parameters such as the 

battery power and therefore the distance between nodes 

which may be concluded according to the signal strength. 

Thus, the pheromone value is given using the following 

equation 

ϕi,j  = Pri,j 
Where Pri,j is the power level of the received 

signal from the edge (i,j). Using the value of ϕi,j it can be 

compute the probability of using this edge for routing 

according to the link quality factor using the following 

equation:   

iNj

iNj
ji

ji

lqP 






,

,





                        --------------- 

(3) 
Ni is the set of all neighbor nodes of node i. It has 

been explained before, in classical or other algorithms the 

same path continues to be used until an anomaly occurs, 

otherwise all the traffic will be forwarded over the same 

path which consumes intermediate nodes’ resources. 

Hence, proposed method to avoid such situation by 

including the connectivity factor to measure the number of 

connections forwarded by a link in pheromone computing. 

The connectivity factor is expressed by the probability of 

using the edge (i,j) according to the number of connection 

using the following equation :    

iNj

iNj
jiC

jiC

cnP 






,

,
       --------------- (4) 

Where Ci,j , is the number of connection 

forwarded by the edge (i,j). Routes will be chosen 

according to the link quality as well as the number of 

connections over the same edge, therefore the final value 

of probability to use the edge (i,j) for routing is given by:  

2

),(),(

,

jilqP
jicnP

jiP



       --------------- (5) 

  1, 
 iNj

jiP  

Pheromone Update: 
The operation of pheromone update is intended to 

change the value of pheromone for each neighbor 

according to some criteria such as time or some system 

parameters such as in our case the link quality, since the 

link quality change during the system lifetime and 

therefore the pheromone must be accordingly changed. In 

our proposed scheme the pheromone and similar to 

biological systems is decreased according to time, thus the 

amount of pheromone is decreased in regular intervals of 

time using the same equation given in literature:  

)1,0(),(,)1()(,  qtjiqtji   

In addition to time factor, the pheromone is 

increased or decreased according to the link quality with 

each neighbor. Thus, the pheromone is increased 

whenever the received signal strength increases for 

example when the corresponding neighbours move close 

to each other, or decreased whenever the corresponding 

nodes go far from each other or if they move in an area 

where there are some obstacles such as walls. 

 
Route discovery 

Similar to ARA, the route discovery mechanism 

is intended to find routes over the network, as well as 

updating pheromone table such as in swarm intelligence 

based routing.  To accomplish the discovery and 

establishment of routes over the network, two classes of 

ants are defined which are forward and backward ants. 
 

Forward ANT (FANT):  
Forward ants are intended to discover routes; it is 

launched by the source nodes and broadcasted over the 

entire network until it arrive s to the destination node. 

During its trip over the network, the FANT causes 

pheromone update because the reception of FANT is the 

event which launches all kinds of pheromone update. The 

structure of the forward ant can be described as follow 

(Table 1), where: 

 Packet Type: This field is one byte size; its value 

describes the purpose of the packet, data, FANT 

or BANT, in this case it is fixed to FANT.  

 Source IP Address: This field is four bytes and 

describes the IP address of the source node.  

 Destination IP Address: This field is four bytes 

and describes the IP address of the destination 

node.  

 IP list: This field is an array of four bytes and 

contains the list of IP addresses followed by the 

FANT during its broadcasting over the network. 

 Pheromone list:  This field is an array of four 

bytes and contains the amount of pheromone 

carried by each link traversed by the FANT.  

 Sequence number: this field is four bytes and 

contains a unique sequence number used to avoid 

route loops, similar to DSR.    

 Time-To-Live (TTL): This field is one byte and 

describes the remaining allowed hop count for the 

FANT. It is fixed to 255 and decremented at each 

visited node.   
 
Table 1. Forward ANT (FANT) packet structure 

 

Packet Type Sequence Number TTL 

Source IP 
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Destination IP 

IP List 

. 

Pheromone List 

. 

 

Backward ANT (BANT): 
Backward ant is intended to establish the final 

route; it is launched by the destination and sent to the 

source node using unicast. Only, one BANT is sent to 

destination; across the route containing the greatest 

probability. Thus, whenever the destination node receives 

a set of FANTs it chooses the one having the greatest 

probability computed as described above and sends it back 

to the source node. The structure of BANT packet is 

similar to the FANT except that it does not contain the list 

of pheromone (Table 2), because it is not used by the 

source node:  

 Packet Type:  is fixed to BANT.  

 Source IP Address contains the address of the 

destination node.  

 Destination IP Address contains the address of 

the destination node. 

 Reversed IP list: This field is an array of four 

bytes and contains the reversed list of the list 

retrieved from the FANT.  

 Time-To-Live (TTL) is fixed to the length of the 

reversed list. 
 

Table 2. Backward ANT (BANT) packet structure 

 

Packet Type Sequence Number TTL 

Source IP 

Destination IP 

IP List 

. 

 

5.3. Route Maintenance and Error handling: 
The route maintenance is similar to the original 

ARA and no modifications are done. Hence, whenever a 

link between two neighbours fails included in the routing 

process, a route error packet is sent to the source node 

which launches a new route discovery as described above 

intended to establish a new path between the 

corresponding nodes. The route error packet structure is 

similar to ARA:    

 Error Source Address: The address of the node 

originating the Route Error (node has discovered 

the link failure).  

 Error Destination Address: The address of the 

node to which the Route Error must be delivered  

 Error Type field: in our proposed is always set to 

NODE_UNREACHABLE. 
 

6. Simulation Result Analysis 
In order to test the performance of our proposed 

algorithm regarding the end to end delay and the system 

lifetime, we have compared link quality based ARA to 

AODV using NS2 simulation tool. Simulations have been 

performed within the network area of 670*670 m2 during 

200s. Nodes move within this area with the speed of 20 

m/s using four CBR connections. The pause time was set 

to 40s and the number of nodes was varied from 10 nodes 

to 40 nodes. As we have presented above the link quality 

based ARA does not use the same procedure as ARA, it 

combines some of the mechanisms of ARA and DSR.  The 

simulation given in the following subsections does not use 

the parameter of the number of connections between each 

pair of nodes. 

 

 
Figure 6. System lifetime according to the number of 

nodes 

 

Figure 6 show the system lifetime according to 

the number of nodes which is set to 10, 20 and 40. As we 

can observe the system lifetime using link quality based 

ARA is always higher compared to AODV, since the 

network traffic using link quality based ARA follows 

paths with the highest link quality which distribute the 

network traffic and save the system resources.  

 

7. Conclusion 
In this paper we have investigated swarm 

intelligence based routing, this class of routing which is 

more promising in the nearer future by emerging new 

mechanisms and ideas. As devoted above, swarm 

intelligence is very suitable for ad hoc networks, regarding 

its distributed fashion to treat and resolve complex 

problems using analogy to biological swarm of insects.  

We have also presented ant routing algorithm, one of the 

most known routing algorithm for MANETs, as described 

ARA suffers from some limitations in the pheromone 

computing since it has not taken the necessary 

consideration to the characteristics of MANETs such as 
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mobility and the medium constraint.  Therefore, in our 

proposed enhancement to ARA called LARA we have 

included the link quality in route selection and probability 

computing which have considerably improved the network 

performance and the system lifetime. In the rest of this 

thesis we are going to treat the aspect of security in ad hoc 

and sensor networks by proposing a lightweight 

implementation of public key infrastructure in order to 

secure communication over these networks, next chapter 

gives a set of specifications for implementing a PKI over 

reactive routing protocols for mobile ad hoc networks. 
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