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Abstract— In this paper we used cloud storage servers remotely in order to store and share the data and enjoy the on-

demand high-quality applications and services from a shared pool of configurable computing resources, without  commu-
nication challenges However, the fact that users no longer have  physical control over outsourcing data in this connection 
data integrity over public cloud is a challenging task, thus this integrity will audited by trusted third party behalf of cloud  
without reviling any user privacy  and also TPA executes multiple task simultaneously i.e batch auditing our proposed 
framework provides high security and high performance.  
 

Keywords: 
 

——————————      —————————— 

I.INTRODUCTION                                                                     

In The cloud computing has rapidly grown in recent 
years due to the advantages of greater flexibility and 
availability of computing resources at lower cost. Se-
curity and privacy, however, are a concern for agen-
cies and organizations considering migrating applica-
tions to public cloud computing environments. Cloud 
Computing has been envisioned as the next genera-
tion architecture of IT enterprise, due to its long list of 
unprecedented advantages in the IT history: on-
demand self-service, ubiquitous network access, loca-
tion independent resource pooling, rapid resource 
elasticity, usage-based pricing and transference of risk 
[1]. As a disruptive technology with profound impli-
cations, Cloud Computing is transforming the very 
nature of how businesses use information technology. 
One fundamental aspect of this paradigm shifting is 
that data is being centralized or outsourced into the 
Cloud. The Cloud Computing makes these advantag-
es more appealing than ever, it also brings new and 
challenging security threats towards users’ out-
sourced data. Since cloud service providers (CSP) are 
separate administrative entities, data outsourcing is 
actually relinquishing user’s ultimate control over the 
fate of their data. As a result, the correctness of the 
data in the cloud is being put at risk due to the follow-
ing reasons. First of all, although the infrastructures 
under the cloud are much more powerful and reliable 
than personal computing devices, they are still facing 

the broad range of both internal and external threats 
for data integrity. 
 

II. PROBLEM STATEMENT  
The Cloud and Threat Model the Cloud security re-
sponsibilities can be taken on by the customer, if he is 
managing the cloud, but in the case of a public cloud, 
such responsibilities are more on the cloud provider 
and the customer can just try to assess if the cloud 
provider is able to provide security. Cloud data sto-
rage service involving three different entities. the 
cloud user (U), who has large amount of data files to 
be stored in the cloud; the cloud server (CS), which is 
managed by cloud service provider (CSP) to provide 
data storage service and has significant storage space 
and computation resources (we will not differentiate 
CS and CSP hereafter.); the third party auditor (TPA), 
who has expertise and capabilities that cloud users do 
not have and is trusted to assess the cloud storage 
service security on behalf of the user upon request. 
Cloud users dynamically interact with the CS to 
access and update their stored data for various appli-
cation purposes. The traditional cryptographic tech-
nologies for data integrity and availability, cannot 
work on the outsourced data without a local copy of 
data. it is not a practical solution for data validation 
by downloading them due to the expensive communi-
cations, especially for large size files. The ability to 
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audit the correctness of the data in a cloud environ-
ment can be formidable and expensive for the cloud 
users. Therefore, it is crucial to realize public audit 
ability for CSS, so that data owners may resort to a 
third party auditor (TPA), who has expertise and ca-
pabilities that a common user does not have, for pe-
riodically auditing the outsourced data. This audit 
service is significantly important for digital forensics 
and credibility in clouds. The users may resort to TPA 
for ensuring the storage security of their outsourced 
data, while hoping to keep their data private from 
TPA. We consider the existence of a semi-trusted CS 
as [11] does. Namely, in most of time it behaves prop-
erly and does not deviate from the prescribed protocol 
execution. However, during providing the cloud data 
storage based services, for their own benefits the CS 
might neglect to keep or deliberately delete rarely ac-
cessed data files which belong to ordinary cloud us-
ers. Moreover, the CS may decide to hide the data 
corruptions caused by server hacks or Byzantine fail-
ures to maintain reputation. We assume the TPA, who 
is in the business of auditing, is reliable and indepen-
dent, and thus has no incentive to collude with either 
the CS or the users during the auditing process. TPA 
should be able to efficiently audit the cloud data sto-
rage without local copy of data and without bringing 
in additional on-line burden to cloud users. However, 
any possible leakage of user’s outsourced data to-
wards TPA through the auditing protocol should be 
prohibited. the audit delegation and authorize CS to 
respond to TPA’s audits, the user can sign a certificate 
granting audit rights to the TPA’s public key, and all 
audits from the TPA are authenticated against such a 
certificate. Design Goals The privacy-preserving pub-
lic auditing for cloud data storage under the afore-
mentioned model, our protocol design should follow 
the security and performance. Public Audit: It allows 
TPA to verify the correctness of the cloud data on de-
mand without retrieving a copy of the whole data. 
Storage Consistency: the data in cloud server that can 
pass the audit from TPA without indeed storing users’ 
data intact. Privacy-Preserving: to ensure that there 
exists no way for TPA to derive users’ data content 
from the information collected during the auditing 
process. Batch Auditing: It enable TPA with secure 
and efficient auditing capability to cope with multiple 
auditing delegations from possibly large number of 
different users simultaneously. Light Weight: It allow 
TPA to perform auditing with minimum communica-
tion and computation overhead. 
 

III.SYSTEM STUDY 
   EXISTING SYSTEM: 
In the Existing systems, the notion of public auditabil-
ity has been proposed in the context of ensuring re-
motely stored data integrity under different system 

and security models. Public auditability allows an 
external party, in addition to the user himself, to veri-
fy the correctness of remotely stored data. However, 
most of these schemes do not consider the privacy 
protection of users’ data against external auditors. 
Indeed, they may potentially reveal user’s data to au-
ditors. This severe drawback greatly affects the securi-
ty of these protocols in cloud computing. From the 
perspective of protecting data privacy, the users, who 
own the data and rely on TPA just for the storage se-
curity of their data, do not want this auditing process 
introducing new vulnerabilities of unauthorized in-
formation leakage toward their data security. 
 
DISADVANTAGES OF EXISTING SYSTEM: 

 Although the infrastructures under the cloud are 
much more powerful and reliable than personal 
computing devices, they are still facing the broad 
range of both internal and external threats for data 
integrity. 

 Second, there do exist various motivations for CSP 
to behave unfaithfully toward the cloud users re-
garding their outsourced data status. 

 In particular, simply downloading all the data for 
its integrity verification is not a practical solution 
due to the expensiveness in I/O and transmission 
cost across the network. Besides, it is often insuffi-
cient to detect the data corruption only when ac-
cessing the data, as it does not give users correct-
ness assurance for those unaccessed data and might 
be too late to recover the data loss or damage. 

 Encryption does not completely solve the problem 
of protecting data privacy against third-party audit-
ing but just reduces it to the complex key manage-
ment domain. Unauthorized data leakage still re-
mains possible due to the potential exposure of de-
cryption keys. 
 

PROPOSED SYSTEM: 
In this paper, we utilize the public key based homo-
morphic authenticator and uniquely integrate it with 
random mask technique to achieve a privacy-
preserving public auditing system for cloud data sto-
rage security while keeping all above requirements in 
mind. To support efficient handling of multiple audit-
ing tasks, we further explore the technique of bilinear 
aggregate signature to extend our main result into a 
multi-user setting, where TPA can perform multiple 
auditing tasks simultaneously. Extensive security and 
performance analysis shows the proposed schemes 
are provably secure and highly efficient. We also 
show how to extent our main scheme to support batch 
auditing for TPA upon delegations from multi-users. 
 
ADVANTAGES OF PROPOSED SYSTEM: 
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 Public auditability: to allow TPA to verify the cor-
rectness of the cloud data on demand without re-
trieving a copy of the whole data or introducing 
additional online burden to the cloud users. 
 
 

 Storage correctness: to ensure that there exists no 
cheating cloud server that can pass the TPA’s audit 
without indeed storing users’ data intact. 

 Privacy preserving: to ensure that the TPA cannot 
derive users’ data content from the information 
collected during the auditing process. 

 Batch auditing: to enable TPA with secure and 
efficient auditing capability to cope with multiple 
auditing delegations from possibly large number 
of different users simultaneously 

 Lightweight: to allow TPA to perform auditing 
with minimum communication and computation 
overhead. 

   IV.ALGORITHMS USED: 

 
 
 

V.SYSTEM STRCTURE 

1. Third Party Auditor  

2. Cryptography 

3. Cloud Computing 

4. Privacy-preserving 
 
1. Third Party Auditor 
      In this module, Auditor views the all user data and 
verifying data .Auditor directly views all user data 
without key. Admin provided the permission to Audi-

tor. After auditing data, store to the cloud. 
 
2. Cryptography 
The art of protecting information by transforming it 
(encrypting it) into an unreadable format, called cipher 
text. Only those who possess a secret key can decipher 
(or decrypt) the message into plain text. Encrypted 
messages can sometimes be broken by cryptanalysis, 
also called code breaking, although modern cryptogra-
phy techniques are virtually unbreakable. 

http://www.webopedia.com/TERM/E/encryption.htm
http://www.webopedia.com/TERM/C/cipher_text.htm
http://www.webopedia.com/TERM/C/cipher_text.htm
http://www.webopedia.com/TERM/C/cipher_text.htm
http://www.webopedia.com/TERM/D/decryption.htm
http://www.webopedia.com/TERM/P/plain_text.htm
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3. Cloud Computing 
Cloud computing is the provision of dynamically 
scalable and often virtualized resources as a servic-
es over the internet Users need not have knowledge 
of, expertise in, or control over the technology infra-
structure in the "cloud" that supports them. Cloud 
computing represents a major change in how we store 
information and run applications. Instead of hosting 
apps and data on an individual desktop computer, 
everything is hosted in the "cloud"—an assemblage 
of computers and servers accessed via the Internet. 

4. Privacy-preserving 

To ensure that the TPA cannot derive users’ data con-
tent from the information Collected during the audit-
ing process. 

      Cloud computing exhibits the following key 
characteristics: 

1. Agility improves with users' ability to re-provision 
technological infrastructure resources. 

2. Multi tenancy enables sharing of resources and 
costs across a large pool of users thus allowing for: 

3. Utilization and efficiency improvements for sys-
tems that are often only 10–20% utilized.  

4. Reliability is improved if multiple redundant sites 
are used, which makes well-designed cloud compu-
ting suitable for business continuity and disaster re-
covery.  

5. Performance is monitored and consistent and loose-
ly coupled architectures are constructed using web 
services as the system interface.  

 6. Security could improve due to centralization of 
data, increased security-focused resources, etc., but 
concerns can persist about loss of control over certain 
sensitive data, and the lack of security for stored ker-
nels. Security is often as good as or better than other 
traditional systems, in part because providers are able 
to devote resources to solving security issues that 
many customers cannot afford. However, the com-
plexity of security is greatly increased when data is 
distributed over a wider area or greater number of 
devices and in multi-tenant systems that are being 
shared by unrelated users. In addition, user access to 
security audit logs may be difficult or impossible. Pri-
vate cloud installations are in part motivated by users' 
desire to retain control over the infrastructure and 
avoid losing control of information security. 

    7. Maintenance of cloud computing applications is easier, 
because they do not need to be installed on each user's com-
puter and can be accessed from different places. 

 

Architecture of Cloud Computing: 

 
                                                    

 
To enable privacy-preserving public auditing for 
cloud data storage under the aforementioned model, 
our protocol design should achieve the following se-
curity and performance guarantee:  
 

VI.PRIVACY-PRESERVING PUBLIC AU-
DITING MODULE: 
Homomorphic authenticators are unforgeable verifi-
cation metadata generated from individual data 
blocks, which can be securely aggregated in such a 
way to assure an auditor that a linear combination of 
data blocks is correctly computed by verifying only 
the aggregated authenticator. Overview to achieve 
privacy-preserving public auditing, we propose to 
uniquely integrate the homomorphic authenticator 
with random mask technique. In our protocol, the 
linear combination of sampled blocks in the server’s 
response is masked with randomness generated by a 
pseudo random function (PRF). The proposed scheme 
is as follows: 

 Setup Phase 

 Audit Phase 

Batch Auditing Module: 
 With the establishment of privacy-preserving public 
auditing in Cloud Computing, TPA may concurrently 
handle multiple auditing delegations upon different 
users’ requests. The individual auditing of these tasks 
for TPA can be tedious and very inefficient. Batch au-
diting not only allows TPA to perform the multiple 
auditing tasks simultaneously, but also greatly reduc-
es the computation cost on the TPA side. 

Data Dynamics Module: 

http://en.wikipedia.org/wiki/Multitenancy
http://en.wikipedia.org/wiki/Reliability_(computer_networking)
http://en.wikipedia.org/wiki/Business_continuity
http://en.wikipedia.org/wiki/Disaster_recovery
http://en.wikipedia.org/wiki/Disaster_recovery
http://en.wikipedia.org/wiki/Computer_performance
http://en.wikipedia.org/wiki/Web_services
http://en.wikipedia.org/wiki/Web_services
http://en.wikipedia.org/wiki/Web_services
http://en.wikipedia.org/wiki/Computer_security
http://en.wikipedia.org/wiki/Audit_log
http://en.wikipedia.org/wiki/Software_maintenance
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Hence, supporting data dynamics for privacy-
preserving public risk auditing is also of paramount 
importance. Now we show how our main scheme can 
be adapted to build upon the existing work to support 
data dynamics, including block level operations of 
modification, deletion and insertion. We can adopt 
this technique in our design to achieve privacy-
preserving public risk auditing with support of data 
dynamics. 

VII.CONCLUSION 
   

We propose a privacy-preserving public auditing 
framework for information storage security in Cloud 
Computing. We use the homomorphic straight au-
thenticator and irregular covering to ensure that the 
TPA would not realize any learning about the infor-
mation content put away on the cloud server amid the 
effective auditing process, which not just disposes of 
the weight of cloud client from the repetitive and per-
haps costly auditing errand, additionally reduces the 
clients' trepidation of their outsourced information 
spillage. Considering TPA might simultaneously han-
dle numerous review sessions from various clients for 
their outsourced information documents, we assist 
expand our privacy-preserving public auditing con-
vention into a multi-client setting, where the TPA can 
perform different auditing assignments in a cluster 
way for better proficiency. Broad examination demon-
strates that our plans are provably secure and excee-
dingly productive. 
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