
 

© 2015, IJCERT All Rights Reserved                                                                                                          Page | 1251  

 

 International Journal of Computer Engineering In Research Trends  

 
Volume 2, Issue 12, December-2015, pp. 1251-1256                  ISSN (O): 2349-7084 

 

 

Enhancing CAPTCHA based Image 
Authentication for E-mail ID and Password 

1MACHARLA BHANU KUMAR,2K.KRANTHI KUMAR 

1
Pursuing M.Tech, CSE Branch,Dept of CSE 

2
Assistant Professor, Department of Computer Science and Engineering 

1,2
 NRI Institute of Technology, Guntur, Andhra Pradesh, India. 

 
Abstract :-In this paper we survey the current Captcha password schemes furthermore exhibit the significance of Email 

authentication over cutting edge Captcha Advancements where Captcha and Its graphical password it can addresses 
various security issues out and out. CAPTCHA is accomplished by revision of letters in order arbitrarily on the catches and 
it is anything but difficult to baffle by straightforward key loggers .In data security, client authentication is a noteworthy issue 
in each framework. What's more, for authentication reason each framework relies on upon password whether it is literary 
password or graphical password. CAPTCHA is a test work by computer programs which human can pass however 
computer programs can't pass .The thought process of incorporating so as to enhance Email authentication is finished 
visual authentication instruments. This is ensured to the regular assaults endured by other authentication schemes. 
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———————————————————— 

I.INTRODUCTION: 

The earliest user authentication mechanism through 

the Internet is based on password. The security of 

such systems is not always reliable, User 

authentication now-a-days is a major problem in 

authentication system. And for authentication 

purpose computer security depends on password. 

There are some important characteristics of 

password.  

1. Password should be changeable. 

 2. It should quickly and easily executable.  

3. It should easy to remember. Authentication is 

unavoidable task in security where we use text 

password as a security technique but text passwords 

are threaten by many attacks. Such as phishing, 

brute force attack, dictionary attack etc. among this 

phishing is a serious threat to text based password. 

Phishing is an action of getting information such as 

username, password, contact no. or any other details 

by masquerading. Another problem with text based 

password is the difficulty of remembering 

passwords. To address the problems with traditional 

username password authentication scheme, an 

alternative authentication method such as Graphical 

password is a solution to text based password. 

Because human ability to recall pictures is more 

whether they are line drawing object or real object 

than textual password. In Graphical password user 

set image instead of text as his password. Because of 

these above advantages, there is a growing interest 

in graphical password. In addition to web login 

application and work-stations, graphical passwords 

have also been used to ATM machines and mobile 

devices. CAPTCHA (Completely Automated Public 

Turing tests to tell Computers and Humans Apart) 

is programs that generate tests that are human 

solvable, but current computer programs do not 

have the ability to solve them. a Captcha is a 

program that protect sites against bots, resisting 
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automatic adversarial attacks, and it has many 

applications for practical security, contain online 

polls, free email services, search engine bots, 

preventing from dictionary attacks, spam and 

worms etc. CaRP is Captcha as a graphical 

password. Which is a combination of Captcha and 

graphical password and used as a single entity for 

authentication. CaRP is a click-based graphical 

password scheme. Unlike other click-based 

graphical passwords, images used in CaRP scheme 

are Captcha challenge for the user, and for every 

login attempt a new CaRP image is generated. CaRP 

addresses a number of security problems altogether, 

that is online guessing attacks, relay attacks, and, if 

combination with dual-view technologies like 

graphical password or text password can minimize 

shoulder-surfing attacks. In this paper we conduct a 

comprehensive survey of existing graphical 

password techniques and CaRP techniques. We will 

discuss the strengths and limitations of each 

technique and future research direction will be point 

out in this area. This paper will be particularly 

useful for Information security researchers who are 

interested in developing new graphical password 

algorithms also industry practitioners. For example, 

poor password selections, the password capture 

Trojans, and the reuse of passwords could break the 

security. One popular attack is called dictionary 

attack, which targets to find the correct password by 

trying a large amount of likely possibilities, such as 

words in a dictionary or the likely combination of 

words. But even more sophisticated attacks like key 

loggers are more troublesome for the users since a 

keylogger records all the users’ activity and when 

connected to the internet this data is sent to a remote 

hacker who then enters the clients application and 

thus breaches the security system. The user then logs 

in for a transaction from the terminal. The password 

is verified in the server. 

II. LITERATURE REVIEW  

The term graphical password was originally 

introduced by Greg Blonder in 1996. Graphical 

password is the password where user set his/her 

password as picture or image. Graphical password 

has been proposed as an alternative to text based, 

because human ability to recall pictures is more than 

text. Psychological studies had shown that people 

can remember pictures better than text Picture. Text 

Images are generally easier to be remembered or 

recognized than text, especially images which are 

even easier to be remembered than random images. 

Graphical passwords are divided into two important 

categories:- 

 A. Recognition based techniques  

B. Recall based techniques  

A. Recognition based technique:- In this technique 

user is presented with a number of images and user 

have to select an images among them as password. 

At the time of authentication user have to recognize 

their registration choice image. In this section we 

describe merit and demerit of some recognition 

techniques 

 

Fig 1. Recognition based technique  

In this technique user need to identify or recognize 

the image and enter it means AI Technique will be 

used in order to submit form 

B. Recall Based Technique At the time of 

authentication a user is asked to reproduce or 

choose something which he produce or selected 

during the registration step. 

Draw–A-Secret (DAS) Scheme:- 
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Fig.2. Draw-A-Secret technique 

It is an example of recall based technique this was 

proposed in 1999. In this scheme user have to draw 

something on 2D grid. And Redrawing at the time of 

authentication has to touch the same grid in the 

same sequence. The drawback of this method is hard 

to remember to draw a password in compare to 

other. Varenhorst presented the Passdoodle; allow 

users to create a freehand drawing as a password 

without a visible grid. A doodle should require of at 

least two pen-strokes anywhere on the screen and 

can be drawn in a number of colors. The matching 

process in Pass doodle is more complex than in 

DAS.  

C. Cued Recall Based Technique  

This is also called click based technique. In this 

technique user is presented with image or set of 

images & user have to select click point on that 

images as the password. User will successfully 

authenticate by entering correct click point and 

order of that point.  

1. Blonder: - This method proposed by Greg blonder. 

In this user is presented with prestored images and 

have to tap region by pointing location on image. 

Drawback of this method is simple or easily crack 

able and clicking region is small. Blonder is the first 

technique used by the user as a graphical password. 

2. Passpoint:- In PassPoints, a password consists of a 

sequence of five click-points. Users may select any 

pixels in the image as click-points for their 

password. To log in, they repeat the sequence of 

clicks in the correct order, within a system-defined 

tolerance square of the original click-points. It 

designed to overcome the limitation of Blonder 

technique. Where user have to set sequence of clicks 

as his password. And at the time of authentication 

user have to select correct order of clicks. To reduce 

hotspots and improve usability of click-based 

graphical password schemes, Chiasson et al. 

proposed Cued Click-Points (CCP) is an alternative 

to PassPoints. In CCP, users click one point on each 

of 5 images rather than on five points on one image. 

It offers cued-recall and introduces visual cues that 

instantly alert valid users if they have made a 

mistake when entering their latest click-point. A 

wrong click leads down an incorrect path, with an 

explicit indication of authentication failure only after 

the final click. Users can choose their images only to 

the extent that their click-point dictates the next 

image. If they dislike the resulting images, they 

could create a new password involving different 

click-points to get different images. For 

implementation, CCP initially functions like 

PassPoints. During password creation, a 

discretization method is used to determine a click-

point’s tolerance square and corresponding grid. For 

each click-point in a subsequent login attempt, this 

grid is retrieved and used to determine whether the 

click-point falls within tolerance of the original 

point. With CCP, we further need to determine 

which next-image to display. Using CCP as a base 

system, we added a persuasive feature to encourage 

users to select more secure passwords, and to make 

it more difficult to select passwords where all five 

click-points are hotspots. As with text passwords, 

PassPoints can only safely provide feedback at the 

end and cannot reveal the cause of error. Providing 

explicit feedback in PassPoints before the final click-

point could allow PassPoints attackers to mount an 

online attack to prune potential password 

subspaces, whereas CCP’s visual cues should not 

help attackers in this way. Another usability 

improvement is that being cued to recall one point 

on each of five images appears easier than 

remembering an ordered sequence of five points on 

one image. 
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Fig 3.shows the clickable technique passpoint 

technique. 

III. PROPOSED SYSTEM 

This proposed system overcomes various demerits 

of earlier existing systems by modifying user 

terminal in its intermediate state with comfortable 

user-friendly protocol. Keylogging attack is 

prevented by legacy authentication. So no retrieval 

of information is needed. E-Mail and password 

based augmented reality is proposed in this work. 

The visual involvement of users in a security 

protocol boosts both the security of the protocol and 

is re-assuring to the user because she feels that she 

plays a role in the process. Smartphone device can 

be used for visual security protocol  

Modules: 

In this section it discuss on various modules  

First Module:User Registration- It will complete user 

registration process. 

 Second module: User Login- After complete process 

of registration user will try to login into his account 

Through CaRP Authentication.  

The generated CAPTCHA combination is sent to the 

users email id. The users then have to go to the 

corresponding mail id, login and find the 

CAPTCHA letters. This login is another step in user 

security. The person has to authenticate with the 

email and then only be able to use the CAPTCHA 

code. Next they have to find out the combination for 

the text and the appropriate color and enter it into 

the user login. 

Third Module  : User Account means he can edit his 

info or other activity. Then user will enter into 

 Fourth module :File Store. User can store his files 

for ex- doc., pdf, ppt etc in his account. If user wants 

security for the file then user will set graphical 

password as click point graphical password.  

Verification Module During this phase the system 

verifies if the combination is right for the text and 

color supplied for this session. If the generated 

session and decoded color text combination is 

accurate then only the user is allowed entry into the 

system otherwise the login fails. Due to dynamic 

session based passwords, dictionary attack is not 

applicable and other forms of phishing are also not 

possible. The system is resistant to a variety of 

attacks this shows our proposed method can be 

more adoptable for E-mail ID authentication 

purpose. 

IV. METHODOLOGY  

Proposed system mainly consists of two 

authentication techniques are proposed to generate 

session passwords. They are text, colors and a 

CAPTCHA Code. These above methods are suitable 

for all system to prevent attack against keylogging 

and malware. Second visualization can enhance not 

only security but also usability by proposing two 

visual authentication protocols: One for password-

based authentication, and the other for one-time-

password. Through rigorous analysis, we show that 

our proposed protocols protect from information 

attacks. This proposed system also useful in real-

world deployment which addressing user’s 

shortcomings and limitations step. 1. Is in the time 

of Registration and 2. At the time of uploading or 

downloading file (or an accessing account). In 

proposed system first user will create account by 

entering details such as Username, Textual 

password, Email Id, Contact No.etc. Then in next 

window system use CaRP authentication Scheme. In 

that system generate set of images for the user. & 

ask user to select a correct graphical Captcha. After 

selecting graphical Captcha if this Captcha is correct 
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user can enter into the account otherwise not. In next 

while accessing account if user want to set the 

security for his/her files. Then he can set using the 

next authentication process. In that system will ask 

user that do you want security? If answer is yes then 

an image is presented to user and user has to select 

click-point as the password. And next time if the 

click-point is correct then & then he can upload & 

download files from the account. 

ALGORITHM OF PROPOSED SYSTEM:- 

Step 1. Start  

Step 2. User can register by username, password, 

Email-id Contact no. 

 Step 3. Computer generate graphical Captcha for 

registered user  

Step 4. User will select Captcha 

 Step 5. Authentication of User: User will enter his 

details Which he entered at the time of registration 

Step 6. Computer program ask the user to choose the 

correct graphical Captcha  

Step 7. User selects the graphical captch  

Step 8. Is selected image Captcha is correct? 1. If Yes  

Step 9. User can access his account. 

 Step I: User can Upload & Download file From File 

Storage 

 Step II: If User Want Security for Individual File. 

Login step -User click on point of image & Set the 

Security for individual file 2. if NO  

Step 10. User can login again  

Step 11. Stop. 

V. RESULT 

Here in this session, this Captcha method gain best 

human success rate 94%. 76% of test participant say 

that CARP is easy to use. Or also no complicated 

operation on password. Or easy to remember than 

other text or graphical, Captcha passwords High 

Human success rate shows that less chances of 

requiring multiple attempts of Captcha to access 

account. This comparison shows that proposed 

CaRP (Captcha as a graphical password) system is 

user friendly, easy to use, language independent. 

 

Fig 4. Human Success rate 

VI. CONCLUSION  

Different option for literary password is graphical 

password. In this paper, an examination over 

existing graphical password insurance procedures 

and Captcha systems has been introduced. An 

review over the focal points and confinement of the 

password insurance strategies is likewise 

introduced. The objective of this exploration is study 

the current graphical password systems and 

Captcha methods and build up another enhanced 

graphical password procedure consolidated with a 

CaRP. CaRP presents new primitive of graphical 

password. Likewise password of framework will 

simple to recollect and exceedingly secure. CaRP is 

based on Captcha innovation. Which take irregular 

pictures at unsurpassed. This overview on existing 

procedures will help in growing more effective and 

secure graphical password based authentication 

schemes to give the better security to the client 

information. The proposed framework comprises of 

content password, CaRP authentication plan and 

individual graphical password method. In pair 

based technique, no exceptional kind of enrollment 

is required. Amid login time, the framework showed 

a session password and it is created for 

authentication. To make mixture literary CAPTCHA 
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plan, it is given and appraised by different hues. In 

view of these key evaluations, relating CAPTCHA is 

produced and it is sent by means of Email ID. Amid 

login, the session passwords are confirmed and the 

client is permitted access. This strategy is very 

secure. It gives security from different assaults on 

the password scheme. 
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