
© 2017, IJCERT All Rights Reserved                                                                                   Page | 231 

Impact Factor Value: 4.029                                                                       ISSN: 2349-7084                                          
International Journal of Computer Engineering In Research Trends  
Volume 4, Issue 6, June-2017, pp. 231-235                                               www.ijcert.org 

                                    

 
 

Content-Based Image Retrieval in Cloud Using 
Watermark Protocol and Searchable Encryption 

R.Santhi
*1

, Dr.D.Yuvaraj
2  

   
*
M.E (CSE) Final year, Computer Science and Engineering, M.I.E.T Engineering College, Trichy 
Head and Professor, Computer Science and Engineering, M.I.E.T Engineering College, Trichy 

1
 anandsanthi@rediffmail.com

 
 

2 
contactyuvraj199@gmail.com 

----------------------------------------------------------------------------------------------------------------------------------------------- 

Abstract :-With the development of the imaging devices, such as digital cameras, smartphones, and 

medical imaging equipments, our world has been witnessing a tremendous growth in quantity, availability, 
and importance of images. The needs of efficient image storage and retrieval services are reinforced by the 
increase of large-scale image databases among all kinds of areas. Compared with text documents, images 
consume much more storage space. Hence, its maintenance is considered to be a typical example for cloud 
storage outsourcing. For privacy-preserving purposes, sensitive images, such as medical and personal 
images, need to be encrypted before outsourcing, which makes the CBIR technologies in plaintext domain 
to be unusable. In order to secure the data in cloud, the proposed system supports CBIR over encrypted 
images without leaking the sensitive information to the cloud server. Firstly, feature vectors are extracted to 
represent the corresponding images. After that, the pre-filter tables are constructed by locality-sensitive 
hashing to increase search efficiency. Moreover, the feature vectors are protected by the secure kNN 
algorithm, and image pixels are encrypted by a standard stream cipher. In addition, considering the case 
that the authorized query users may illegally copy and distribute the retrieved images to someone 
unauthorized, a watermark-based protocol is used to deter such illegal distributions. In watermark-based 
protocol, a unique watermark is directly embedded into the encrypted images by the cloud server before 
images are sent to the query user. Hence, when an illegal image copy is found, the unlawful query user who 
distributed the image can be traced by the watermark extraction. 
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1. Introduction 
 

With the development of the imaging devices, 

such as digital cameras, smartphones, and medical 

imaging equipment, our world has been witnessing a 

tremendous growth in quantity, availability, and the 

importance of images. The needs of efficient image 

storage and retrieval services are reinforced by the 

increase of large-scale image databases among all kinds 

of areas. Meanwhile, after more than twenty years of 

development, CBIR techniques show the potential of 

usefulness in many real-world applications. For example, 

clinicians can use CBIR to find similar cases of patients 

and facilitate clinical decision-making processes. 

However, a large image database usually consists of 

millions of images. Therefore, CBIR services typically 

incur high storage and computation complexities. Cloud 

computing offers a great opportunity for the on-demand 

access to ample computation and storage resources, 

which makes it an attractive choice for the image storage 

and CBIR outsourcing.  

 

By outsourcing CBIR services to the cloud 

server, the data owner is relieved from maintaining local 

image database and interacting with database users 

online. Despite the tremendous benefits, image privacy 

becomes the main concern with CBIR outsourcing. For 

example, patients may not want to disclose their medical 

images to any others except to a specific doctor in 

medical CBIR applications. To formulate the problem, 

this paper considers two types of privacy threats. Firstly, 

a curious cloud server may look into the owner’s 

database for additional information. Secondly, after 

receiving the retrieved images, the query user may 

illegally distribute these images to someone 

unauthorized for benefits. 

 

2. Literature review 
 
The privacy-preserving framework is used to 

outsourced storage, search, and retrieval of images in 

large-scale, dynamically updated repositories. This 

framework is composed of two main components: an 

image encryption component, executed on client devices; 
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and storage, indexing, and searching component (in the 

encrypted domain), implemented in the outsourcing 

server (e.g. a cloud provider). It is based on a new 

encryption scheme specifically designed for images, 

called IES-CBIR. IES-CBIR allows us to design 

outsourced image repository systems that support 

content-based image retrieval (CBIR) based on color 

features while protecting the privacy of both image 

owners and other users issuing queries. Figure 1 

represents system architecture of the existing system. 

Comparing with state-of-art, IES-CBIR shows 

comparable retrieval precision and higher computational 

performance than previous approaches as perceived by 

the clients, since it securely moves indexing 

computations to the cloud provider’s infrastructure and 

avoids public-key and Homomorphic cryptography. IES-

CBIR also minimizes ciphertext expansion and 

consequently bandwidth and outsourced space 

requirements, reinforcing the positive impact on user-

perceived latency
2
.  

Limitations of Existing System 

1. PCBIR scheme which protects the privacy of 

the query image, but exposing the unencrypted 

image database to the server directly. 

2. High computation and storage burden Image 

retrieval accuracy is low. 

3. None of these schemes consider the dishonest 

query users who may illegally distribute the 

retrieved images. 

 

 
Figure 1: System Architecture of Existing System 

3.Proposed Work 

 

With the development of the imaging devices, 

such as digital cameras, smart phones, and medical 

imaging equipments, our world has been witnessing a 

tremendous growth in quantity, availability, and 

importance of images. The needs of efficient image 

storage and retrieval services are reinforced by the 

increase of large-scale image databases among all kinds 

of areas. Compared with text documents, images 

consume much more storage space. Hence, its 

maintenance is considered to be a typical example for 

cloud storage outsourcing. For privacy-preserving 

purposes, sensitive images, such as medical and personal 

images, need to be encrypted before outsourcing, which 

makes the CBIR technologies in plaintext domain to be 

unusable. In order to secure the data in cloud, the 

proposed system supports CBIR over encrypted images 

without leaking the sensitive information to the cloud 

server. Firstly, feature vectors are extracted to represent 

the corresponding images. After that, the pre-filter tables 

are constructed by locality-sensitive hashing to increase 

search efficiency. Moreover, the feature vectors are 

protected by the secure kNN algorithm, and image pixels 

are encrypted by a standard stream cipher. In addition, 

considering the case that the authorized query users may 

illegally copy and distribute the retrieved images to 

someone unauthorized, a watermark-based protocol is 

used to deter such illegal distributions. In watermark-

based protocol, a unique watermark is directly embedded 

into the encrypted images by the cloud server before 

images are sent to the query user. Hence, when an illegal 

image copy is found, the unlawful query user who 

distributed the image can be traced by the watermark 

extraction
1
.  The system model is sub divided into four 
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different entities: the image owner, image user, cloud 

server and watermark certification authority (WCA). 

 
Image owner outsource his local data, i.e., a 

collection of n images M= {m1,m2, ...,mn}, to the cloud 

server in the encrypted form C = {c1, c2, ..., cn}. Firstly, 

the image owner extracts the feature vectors F = {f1, 

f2, ..., fn} from M, and then constructs a secure 

searchable index I on F. Next, both the encrypted image 

collection C and index I are outsourced to the cloud 

server. The image owner also takes the responsibility to 

authorize image users through a certain secure method. 

The image owner sends the authentication information of 

authorized users to the cloud server who will take the 

responsibility to verify the identity of user in search 

requests. In addition, the image owner sends the 

identities of the authorized users to WCA for watermark 

generation. Only a single image owner is considered. 

However, if there are multiple image owners in our 

scheme and all the owners have the same set of users, the 

owners can encrypt the indexes under the same 

cryptosystem and secret keys so that the users can search 

images from all of these owners. But if the sets of 

authorized users are different for each of image owners, 

the owners need to encrypt their images and indexes 

with their particular keys. Accordingly, the user can only 

search from the corresponding owners. In addition, if 

some image owners share a part of users, one can resort 

to some sophisticated methods to efficiently manage the 

authorization of users. Attribute-based encryption 

methods could be a good choice. 

 
Image users are the authorized ones to retrieve 

images from the cloud server. To request a search, the 

image user firstly generates a trapdoor TD for the query 

image, and then submits the trapdoor TD and his identity 

to the cloud server. After receiving the resulting images, 

the user can decrypt them with the secret key shared by 

the image owner. 

 
Cloud server stores the encrypted image collection 

C and the index I for the image owner and processes the 

query requests from image users. Besides, in order to 

support copy deterrence, the cloud server takes the 

responsibility to embed the watermark into the retrieved 

images. 

 
Watermark certification authority (WCA) is a 

trusted agency who takes the responsibilities to generate 

watermarks for the authorized query users and execute 

the arbitration through the watermark extraction 

algorithm. Figure 2 represents system architecture of 

proposed system. 

 

 

 

Figure 2: System Architecture of Proposed System 

  

4.Conclusion 
 

The proposed system supports CBIR over encrypted 

images without leaking the sensitive information to the 

cloud server. Firstly, feature vectors are extracted to 

represent the corresponding images. After that, the pre-

filter tables are constructed by locality-sensitive hashing 

to increase search efficiency. Moreover, the feature 

vectors are protected by the secure kNN algorithm, and 

image pixels are encrypted by a standard stream cipher. 

In addition, considering the case that the authorized 

query users may illegally copy and distribute the 

retrieved images to someone unauthorized, a watermark-

based protocol is used to deter such illegal distributions. 

In watermark-based protocol, a unique watermark is 
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directly embedded into the encrypted images by the 

cloud server before images are sent to the query user. 

Hence, when an illegal image copy is found, the 

unlawful query user who distributed the image can be 

traced by the watermark extraction. 
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